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1.0 PURPOSE

Unity Health Toronto (“Unity Health”) is committed to protecting the privacy of the personal health
information (“PHI”) that we collect or create about patients, clients and residents (referred to as
“patients” below) when providing care, conducting research, or performing other hospital operations.

Unity Healthis a health information custodian (“HIC”), as defined underthe Personal Health
Information Protection Act, 2004 (“PHIPA”). This policy describes how PHI collected or created by Unity
Healthis handledinaccordance with PHIPA and the 10 core principles of privacy set by the Canadian
Standards Association. Related policies and procedures are listed in Appendix A; compliance with this
policy requires compliance with the policies and procedures listed.

Unity Healthis also responsible for PHI entrusted to us by other HICs in the course of providing service
to them, to support care provisionto their patients. This policy describes how Unity Health will maintain
the privacy of that PHI.

Information related to the handling of personal information (“P1”) is described in the Privacy of Personal
Information policy. Plincludes, butis notlimited to:

e identifiable information about people who are users or consumers of a service, butare not
identified as Unity Health patients (e.g. people who visit our publicwebsite, people who pay for
parking, people who shopinourgift shops); and

¢ identifiable information about staff, medical staff and affiliates (e.g. employee orvolunteer
information, credentialinginformation, orinformation about contractors).

This policy appliesto all medical staff, staff, students, volunte ers, patient partners, researchers, vendors,
and third party service providers, and any otherindividual or entity who handles PHI on behalf of Unity
Health, or who comesinto contact with PHI in the course of theirduties (referred to as “Agents” below).
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2.0 POLICY FOR UNITY HEALTH PHI

Unity Health handles all PHI that we collect or create about the patients we serve in accordance with
PHIPA, direction from our privacy commissioner, and emerging best practice.

A.

Consent for the Collection, Use and Disclosure of Personal Health Information

ConsentRequired: Unity Health requires the consent of the patientto collect, use, ordisclose PHI,
unless otherwise permitted by law.

Capacity to Consent: Consent must be voluntary, knowledgeable, and relate to the informationin
question. Forconsentto be valid, the patient must have capacity to consent. If a patientdoes not
have capacity, consent must be obtained from the patient’s substitute decision-maker, as defined
under PHIPA.

Authority to Rely on Implied Consent: PHI may be used within Unity Health, or disclosed (released)
to the patient’s otherhealth care providers, for health care (within the “circle of care”), without
express written orverbal consent, aslongas Unity Health has reason to belie ve that the patient
wantsthe PHI to be seen and shared with their health care providers. A patient's request for
treatment constitutesimplied consentto use and disclose their PHI for care.

Authority to Use or Disclose without Consent: In certain circumstances, Unity Health may collect,
use or disclose PHI without express orimplied consent). These activities are permitted orrequired
by law and include:

e Planningand managing our programsand services
e Gettingpaidor providing payment
Conductingactivities thatincrease the quality of care we provide orreduce errors or risks
e Supportingthe planningand management of the health care system
e Conductingresearch (with approval from aResearch Ethics Board)
e Educatingour Agents
e Compilingstatistics
e Respondingtolegal proceedings

Requirement to Obtain Express Consent: Express written orverbal consent must be obtained from
a patientwhere:

a) apatientwishestorelease anyof their PHItoa third party thatis not a health care
provider,

b) Essential Care Partnerorcaregiverrequests PHl about a patient,

c) Unity Health wishestodisclose PHIto a party not authorized under PHIPA to receive it
without consent, or

d) Unity Health wishesto collectnew PHIfora purpose otherthan provision of health care or
otherthan where PHIPA permits.
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Examples include:

v’ third parties that are not health care providers such as lawyers, insurance companies,
employers, and landlords

v collecting ordisclosing PHI to patients’ family members or chosen caregivers (unless the
patient does not have capacity and the individualis the substitute decision-maker), or

v collectingnew PHIfora purpose otherthan care, such as qualityimprovement (e.g. a
survey collecting patients’ experiences with atreatment, where the datawill be analyzed
but notused to provide immediate care to the survey respondents) orresearch (wherethe
REB has not waived the requirementfor consent).

Consent for Fundraising or Marketing: Before using or disclosing PHI for fundraising, Unity Health
will obtain express consent from patients, or will rely onimplied consent, as long as patients have
had a sufficientamount of time to withdraw their consent (60days since their date of discharge)
and the onlyinformation used ordisclosed is the patient’s name and mailingaddress. PHI will not be
used for marketing without express consent from the patient.

Withholding or Withdrawal of Consent (“Lockbox”): If express consentis sought, a patient may
choose notto give consent. Similarly, a patient may choose to withdraw theirimplied consent for
their PHIto be used or disclosed for care. Lastly, a patient may choose to withdraw their consent
specifically forthe use of their PHI for fundraising orto connectthem with a spiritual advisor. PHIPA
limits how much the use or disclosure of PHI can be restricted and these limits will be described to
patientswhentheyrequestalockbox.

Documentation of Consent: Where express consent is sought, Agents mustdocument thisinthe
patient’srecord. Where express orimplied consentis withheld or withdrawn, this mustalso be
documentedinthe patient’s record.

Limiting Collection, Use and Disclosure of Personal Health Information

Limited Collection: Unity Health must limitthe amountand type of PHI collected to whatis
necessary to fulfill the intended purpose.

Sources of Collection: PHI will be collected directly from the patient, unless the law permits or
requires Unity Health to collect PHI from other sources (such as from Essential Care Partners or
otherfamily, friends, bystanders or others).

Prioritizing De-ldentified Information: Unity Health will not collect, use ordisclose PHI if de-
identified information will serve the purpose.

Limits on Agents: Agents may notview, share, receiveorotherwise handle PHI unless they have a

legitimate “need to know” it, as part of their duties. If an Agentisin doubt whetherthey are allowed
to handle PHI, the Agent should ask theirsupervisor.
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Authority to Disclosure: PHI must not be disclosed outside of Unity Health for reasons otherthan
care, except with the consent of the patient, oras permitted orrequired by law.

Retention, Storage & Disposal of Personal Health Information

Retention: Unity Health has established retention guidelines that define consistent minimum
standards for the length of time PHI and records of PHI are to be maintained. PHI will be retained
accordingto the network “Record Management & Retention” policy.

Storage: PHI, and records of PHI in all forms, must be securely stored. Storage standards are
dictatedinthe “Secure Handling of Confidential Information in Digital Format” policy.

Disposal: PHIthat is nolongerrequired must be securely destroyed, erased, or de-identified safely
and securely.

Research: Researchers are responsibleforthe secure storage and destruction of research data, as
definedintheirapproved research protocol.

Ensuring Accuracy of Personal Health Information

Requirementto Maintain Accuracy: Unity Health will take reasonable steps to ensure that the PHI
inour custody is as accurate, complete, and up-to-date asis necessary to minimize the possibility
that inappropriate information may be used to make a care-related decision about a patient.

Safeguards for Personal Health Information

Safeguards: Unity Health takes stepsto ensure that PHI is protected against theft, lossand
unauthorized use ordisclosure. Unity Health also takes steps to ensure that the confidentiality,
integrity, and availability of records of PHIis maintained. The nature of the safeguards will vary
dependingon the sensitivity and nature of the information, and include:

e physical safeguards (such aslocked filing cabinets and rooms),

e administrative/organizational safeguards (such as permitting access to PHI only to Agents

who "need-to-know"), and
e technical safeguards (such as requiring passwords, encryption, and audits).

Patient Rights

Right to Access: Patients may request tosee and/orreceive acopy of their PHI, regardless of the
formin whichthe PHI is stored. Unity Health will respond to each request, within reasonable
timelines and costs to the requestor, in accordance with PHIPA. Unity Health will take reasonable
stepsto ensure thatthe requested PHlis made available in aformatthatis understandable.
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Unity Health Agents: Agents of Unity Health may not access theirown paperand/orelectronic
records outside of the standard release of information processes availableto all patientsand, by
extension, may notdirectly view theirown records in electronicsystems using their user credentials.

Right to Correct: Patients may request corrections to PHI that they feel isinaccurate orincomplete
for the purposeitwascollected orcreated. Unity Health will respond to each request, within
reasonable timelines and to the extent required, as dictated by PHIPA. Insome cases, instead of
making a correction, patients may tell Unity Health to attach a statement of disagreement to their
file.

Right to Challenge: A patient or any other person may ask questions or challenge the compliance of
Unity Health with PHIPA and/or Unity Health privacy policies. Unity Health will investigate all
inquiries, complaints and challenges of compliance, and willrespond to the patient, as appropriate.

Patient Notice

Content of Notice: Unity Health will publicly make available the following information about our
policies and practices about how PHIis handled, including:
e thewaysand reasonsPHI iscollected, used and disclosed,
e theprocessfor patientstoview orrequest copiesof their PHI,
e the processfor patientstorequestcorrectionstotheir PHI,
e the processfor patientstorequestlockboxes,
e the processfor patientstowithdraw theirconsent fortheir PHIto be disclosed for
fundraising orspiritual care,
e descriptions of shared electronicsystems through which PHI may be disclosed,
e contact information forour Privacy Office, to whom complaints orinquiries can be made,
and
e adescription of how a patient can make a complaintto the privacy commissioner.

Format of Notice: Unity Health will determine the methods for providing the information listed

above, while ensuringthatthe notices are as accessible as possible, given varying literacy, language,
and/orformatting needs of patients and Essential Care Partners.

Privacy Breaches

Breach: All confirmed or suspected privacy breaches must be reported immediately to the Privacy
Office, which willexecute the Privacy Breach Management policy.

Disciplinary Action: Failure to comply with PHIPA, this policy, related policies and procedures of
Unity Health, or privacy-related contractual obligations may resultin disciplinary action, up to and
including termination of employment, privilege, services and/oraccessto PHI. Discipline will depend
on the nature and severity of the breach, as previously applied by Unity Health orexpected by a
privacy commissioner, and intentional actions or repeated negligence will resultin stronger
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discipline. Unity Health and its Agents may also be subject to the fines and penalties setoutin
PHIPA.

3.0 POLICY FOR PHI OF OTHER HICs

Unity Healthis responsible for providing and maintaining certain shared electronic systems that allow
two or more health information custodians to collect, disclose and use PHI to provide and supportthe
provision of care. Unity Healthis alsoresponsible for providing various services to other HICs to support
the management of the PHI that they collect or create about the patients thatthey serve.

The obligations of Unity Health as a service providerand as a healthinformation network provider
(HINP), along with our procedures forhandling PHI in the course of these activities, are defined under
PHIPA and in agreements with participating HICs.

In particular, Unity Health will:
e Onlyuse, disclose orotherwisehandlethe PHIas directed by the HIC

e Ensurethat Agents handlingthe HIC's PHI are aware of, and agree to, their obligations with
respectto handlingit

e Notifythe HICifthe PHIwas handled in contravention of PHIPA orthe HIC's direction

In additiontothe above, when Unity Healthisa HINP, we will:
e Provide the HICwith a plainlanguage description of services, which will also be posted publicly
e Provide anaudit of accessesor disclosurestothe PHIin the shared system (upon request)
e Provide asummary of the privacy assessment (uponrequest)
e Provide asummary of the security assessment (upon request)
e Enterintoa writtenagreementwith the HICs

4.0 ENFORCEMENT

The Chief Privacy Officer, with the aid of the Privacy Office staff, will monitoradherence to this policy
using a risk-based model, and reporttothe appropriate governance bodies. Any exceptions to this policy
must be approvedinadvance by the Chief Privacy Officerand may require involvement of other groups.

5.0 ACCOUNTABILITY

To maintain compliance with PHIPA and all privacy-related policies:

e Inadditiontosupportingall activities described above, the Privacy Office will:
o implementand maintainanappropriate privacy strategy,
develop policies, procedures, controls and standards,
report and escalate risks to senior management/ the board,
conduct audits,
monitor PHI-handling practices,
conduct routine assessments of new and modified work processes or systems,

o O O O O
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o conduct assessments of operational compliance,

o logand supportthe creation of inventories that track systems which process PHI,

o provide educationand awareness around the appropriate handling of PHI,

o workwithIT Security to ensure that PHIis collected, viewed, disclosed, transmitted, stored,
and disposed of securely, and

o assess, limitand monitorthe activities of vendors and third parties who assist Unity Health
inproviding service.

e Agentswill:

o onlycollect, use, disclose, retain, dispose, or otherwise handle PHI as permitted orrequired
by law, and only as directed by Unity Health,

o reportbreachesto the Privacy Office,

o identifyand raise risks, and/or opportunities, to enhance, privacy compliance to the Privacy
Office (e.g. enhancementsto electronic patient records)

o requestareview of changesto existing systems/processes, and/or new plansto change the
way PHI is handled, and

o signconfidentiality agreements, including but notlimited to the Unity Health Privacy and

Confidentiality Agreement, end user agreements, and complete privacy education annually
and/oras otherwise required by these.

e Vendors, Service Providers & Third Parties will:

O
O

adhere tothis and all related policies, and
adhere to provisionsinsigned agreements, including but not limited to completing
education asrequested and reporting privacy breaches to Unity Health immediately.

6.0 DEFINITIONS

Health Information
Custodian (HIC)

Referstoan entity, defined underthe Personal Health Information Protection
Act, 2004 (PHIPA), thatis permitted orrequired under PHIPA to collect, use or
disclose PHIrelated tothe patients, clients or residents served by that HIC that
isin the custody or control of the HIC. As a single legal entity, Unity Health
Torontois a single HICfor the purposes of PHIPA, though the activities of Unity
Health Toronto are governed by multiplelaws (e.g., PublicHospitals Act, Long-
Term Care Homes Act, Home Care and Community Services Act).

Health Information
Network Provider

(HINP)

Referstoan entity, defined underthe Personal Health Information Protection
Act, 2004 (PHIPA), that provides and maintains an electronicsystemfortwo or
more HICs to collectand disclose PHIlinthe other HIC's custody for the purpose
of care (otherwise known as a ‘shared system’).

Personal health
information (PHI)

Personal healthinformation (PHI) is definedinthe Personal Health Information
Protection Act, 2004 and may be amended from time to time. PHIlis any
information thatidentifies aperson andrelatestotheirhealth orto the
provision of care, treatment or assessment for thatindividual. PHI can existin
any form (oral, written, orelectronic). Any information thatis not explicitly
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relatedto healthisalso PHI, if itis containedinarecord of PHI. Examples of PHI
and records of PHlinclude: a paperrecord of treatmentin a physician’s office,
an electronicrecord of all diagnostictests performed on a patient, a faxed
referral fora patient, an email discussing the Power of Attorney foranamed
client. PHlincludes, butis notlimited to:

e Informationrelatingtothe physical ormental health of the individual,
includingthe individual’s medical history and the individual’s family
medical history;

e Informationrelatingtothe providing of health care to the individual,
including the identification of aperson as a provider of health care to
the individual;

e Informationrelatingtothe paymentoreligibility for health care;

e Informationrelatingtothe donation by the individual of any body part
or bodily substance of the individual oris derived fromthe testing or
examination of any such body part or bodily substance;

e Theindividual’'s health care number; or

e Informationthatidentifiesanindividual's substitute decision-maker.

Personal
information (PI)

Information aboutanidentifiable individualasitis definedinthe Freedom of
Information and Protection of Privacy Act (FIPPA) and the Personal Information
Protection & Electronic Documents Act (PIPEDA), or otherapplicable laws,
which may be amended fromtime totime.

Plisidentifyinginformation aboutanindividual whois nota patient, clientor
resident, thatis personal in nature (i.e. does notrelate toanindividual’s
businessidentity or work activities). Pl relates to staff, third parties, or other
affiliates, can existin oral orrecorded form, and includes, butis notlimited to:

e Informationthatrelatestothe race, national or ethnicorigin, colour,
religion, age, sex, sexual orientation or martial or family status of the
individual;

e Informationthatrelatestothe education orthe medical, psychiatric,
psychological, criminal oremployment history of the individual or
information relating tofinancial transactions in which the individual has
beeninvolved;

e Anyidentifying number, symbolorother particularassignedtothe
individual;

e The address, telephonenumber, fingerprints or blood type of the
individual;

e The personal opinions orviews of the individual except wherethey
relate toanotherindividual;

e Correspondence senttoan institution by the individual thatisimplicitly
or explicitly of a private or confidential nature,and repliesto that
correspondence that would reveal the contents of the original
correspondence;

e Theviewsoropinionsof anotherindividual about the individual; and/or

e Theindividual'sname whereitappears with other personal

Page 8 of 9



informationrelatingtothe individual orwhere the disclosure of the
name would reveal other personal information about the individual.

Personal Health
Information
Protection Act, 2004
(PHIPA)

Ontario’s privacy legislation that governs the mannerin which PHI may be
collected, used and disclosed within the health care system. It also regulates
some individuals and organizations that receive PHI from health care providers.

Privacy breach

7.0 REFERENCES

Any contravention of arule under PHIPA, PIPEDA, FIPPA or otherapplicable
privacy law. Thisincludes aloss, theft orinappropriate access to PHI/Pl that
occurred through inappropriate collection, use, disclosure, retention,
modification ordestruction, whether or not the activity was intentional or
inadvertent. This alsoincludes any contravention of a Unity Health privacy-
related policy or procedure, oran expectation set out by a privacy
commissioner. Breaches alsoinclude afailure to protect Pl or PHI with which an
employeeoragentisentrusted (e.g. leaving health records unattended, sharing
passwords or discussing personal health information via social media).

e A confirmedbreach isan incident where acontravention hasbeen
established.

e Asuspectedbreachisan incidentwhere acontravention hasyettobe
established.

e A near miss/good catch is an incident that poses arisk to compliance
and was caught before abreach (contravention) occurred.

Personal Health Information Protection Act, 2004

Related Policies

Health records

e Information Access and Privacy

e Information Technology

e Communications and Public Affairs

8.0 ATTACHMENTS/APPENDIX

Appendix A—Unity Health Privacy & Confidentiality Agreement

Version Approval/Sub-approval body Approval date

01 Executive Committee May5, 2021

This documentis the property of Unity Health Toronto. This material has been preparedsolely for internal use. Unity Health Torontodoes not
accept responsibility for the use of this material by any person or organization not associated with Unity Health Toronto. No partofthis
documentmay be reproduced in any form for publication without permission from Unity Health Toronto.
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